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(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of 
the United States for a civil or crimi-
nal law enforcement activity, if the ac-
tivity is authorized by law, and if the 
head of the agency or instrumentality 
has made a written request to the 
Board for such records specifying the 
particular part desired and the law en-
forcement activity for which the record 
is sought. The Board also may disclose 
such a record to a law enforcement 
agency on its own initiative in situa-
tions in which criminal conduct is sus-
pected, provided that such disclosure 
has been established as a routine use, 
or in situations in which the mis-
conduct is directly related to the pur-
pose for which the record is main-
tained. 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual if, 
upon such disclosure, notification is 
transmitted to the last known address 
of such individual. 

(9) To either House of Congress, or, to 
the extent of matters within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of 
any such joint committee. 

(10) To the Comptroller General, or 
any of his or her authorized representa-
tives, in the course of the performance 
of official duties of the Government 
Accountability Office. 

(11) Pursuant to an order of a court of 
competent jurisdiction. In the event 
that any record is disclosed under such 
compulsory legal process, the Board 
shall make reasonable efforts to notify 
the subject individual after the process 
becomes a matter of public record. 

(12) To a consumer reporting agency 
in accordance with 31 U.S.C. 3711(e). 

(b) Before disseminating any record 
about any individual to any person 
other than a Board employee, the 
Board shall make reasonable efforts to 
ensure that the records are, or at the 
time they were collected, accurate, 
complete, timely, and relevant. This 
paragraph (b) does not apply to dis-
seminations made pursuant to the pro-
visions of the Freedom of Information 
Act (5 U.S.C. 552) and paragraph (a)(2) 
of this section. 

§ 200.11 Maintaining records of disclo-
sure. 

(a) The Board shall maintain a log 
containing the date, nature, and pur-
poses of each disclosure of a record to 
any person or agency. Such accounting 
also shall contain the name and ad-
dress of the person or agency to whom 
or to which each disclosure was made. 
This log will not include disclosures 
made to Board employees or agents in 
the course of their official duties or 
pursuant to the provisions of the Free-
dom of Information Act (5 U.S.C. 552). 

(b) An accounting of each disclosure 
shall be retained for at least five years 
after the accounting is made or for the 
life of the record that was disclosed, 
whichever is longer. 

(c) The Board shall make the ac-
counting of disclosure of a record per-
taining to an individual available to 
that individual at his or her request. 
Such a request should be made in ac-
cordance with the procedures set forth 
in § 200.5. This paragraph (c) does not 
apply to disclosure made for law en-
forcement purposes under 5 U.S.C. 
552a(b)(7) and § 200.10(a)(7). 

§ 200.12 Notification of systems of Pri-
vacy Act records. 

(a) Public notice. The Board periodi-
cally reviews its systems of records and 
will publish information about any sig-
nificant additions or changes to those 
systems in the FEDERAL REGISTER. In-
formation about systems of records 
maintained by other agencies that are 
in the temporary custody of the Board 
will not be published. In addition, the 
Office of the Federal Register bienni-
ally compiles and publishes all systems 
of records maintained by all federal 
agencies, including the Board. 

(b) At least 30 days before publishing 
additions or changes to the Board’s 
systems of records, the Board will pub-
lish a notice of intent to amend, pro-
viding the public with an opportunity 
to comment on the proposed amend-
ments to its systems of records in the 
FEDERAL REGISTER. 

§ 200.13 Privacy Act training. 

(a) The Board shall ensure that all 
persons involved in the design, develop-
ment, operation, or maintenance of 
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any Board systems of records are in-
formed of all requirements necessary 
to protect the privacy of individuals. 
The Board shall ensure that all em-
ployees having access to records re-
ceive adequate training in their protec-
tion and that records have adequate 
and proper storage with sufficient secu-
rity to ensure their privacy. 

(b) All employees shall be informed 
of the civil remedies provided under 5 
U.S.C. 552a(g)(1) and other implications 
of the Privacy Act and of the fact that 
the Board may be subject to civil rem-
edies for failure to comply with the 
provisions of the Privacy Act and the 
regulations in this part. 

§ 200.14 Responsibility for maintaining 
adequate safeguards. 

The Board has the responsibility for 
maintaining adequate technical, phys-
ical, and security safeguards to prevent 
unauthorized disclosure or destruction 
of manual and automated records sys-
tems. These security safeguards shall 
apply to all systems of records in 
which identifiable personal data are 
processed or maintained, including all 
reports and output from such systems 
of records that contain identifiable 
personal information. Such safeguards 
must be sufficient to prevent negligent, 
accidental, or unintentional disclosure, 
modification, or destruction of any per-
sonal records or data; must minimize, 
to the extent practicable, the risk that 
skilled technicians or knowledgeable 
persons could improperly obtain access 
to modify or destroy such records or 
data; and shall further ensure against 
such casual entry by unskilled persons 
without official reasons for access to 
such records or data. 

(a) Manual systems. (1) Records con-
tained in a system of records as defined 
in this part may be used, held, or 
stored only where facilities are ade-
quate to prevent unauthorized access 
by persons within or outside the Board. 

(2) Access to and use of a system of 
records shall be permitted only to per-
sons whose duties require such access 
to the information for routine uses or 
for such other uses as may be provided 
in this part. 

(3) Other than for access by employ-
ees or agents of the Board, access to 
records within a system of records 

shall be permitted only to the indi-
vidual to whom the record pertains or 
upon his or her written request. 

(4) The Board shall ensure that all 
persons whose duties require access to 
and use of records contained in a sys-
tem of records are adequately trained 
to protect the security and privacy of 
such records. 

(5) The disposal and destruction of 
identifiable personal data records shall 
be done by shredding and in accordance 
with rules promulgated by the Archi-
vist of the United States. 

(b) Automated systems. (1) Identifiable 
personal information may be processed, 
stored, or maintained by automated 
data systems only where facilities or 
conditions are adequate to prevent un-
authorized access to such systems in 
any form. 

(2) Access to and use of identifiable 
personal data associated with auto-
mated data systems shall be limited to 
those persons whose duties require 
such access. Proper control of personal 
data in any form associated with auto-
mated data systems shall be main-
tained at all times, including mainte-
nance of accountability records show-
ing disposition of input and output doc-
uments. 

(3) All persons whose duties require 
access to processing and maintenance 
of identifiable personal data and auto-
mated systems shall be adequately 
trained in the security and privacy of 
personal data. 

(4) The disposal and disposition of 
identifiable personal data and auto-
mated systems shall be done by shred-
ding, burning, or, in the case of elec-
tronic records, by degaussing or by 
overwriting with the appropriate secu-
rity software, in accordance with regu-
lations of the Archivist of the United 
States or other appropriate authority. 

§ 200.15 Systems of records covered by 
exemptions. 

The Board currently has no exempt 
systems of records. 

§ 200.16 Mailing lists. 
The Board shall not sell or rent an 

individual’s name and/or address unless 
such action is specifically authorized 
by law. This section shall not be con-
strued to require the withholding of 
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